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Software-based V/V processes can be as simple as a
logbook recording a test case and its results, providing a
source that you can reference during audits.

a manual calculation of the test software equations,
recorded evidence that test parameters were set
correctly, proven test cases, system checks, etc.

There is one caveat here. 'm making the assumption
that your V/V process checks produced satisfactory
results. If not, you're responsible for documenting
your process deficiencies, initiating corrective actions
and following your established QMS procedures
regarding noncompliance findings. The more robust
your V/V process, the greater the degree of confidence
you’ll have that your test software is behaving the way

it should.

Software-based V/V processes can be as simple as a
logbook recording a test case and its results, providing
a source that you can reference during audits. The
rigor of your V/V process could also be at the other
end of the spectrum, in which you attempt to create
every possible scenario and document the results. But,
no matter how much you test your software, reaching
100% confidence is impractical and may well be
impossible to achieve.

My wife, Bobbi, is convinced there are people out
there that will always find a way to break something.
(Of course, she’s not referring to me!) It may be some
folks just have a knack for finding errors, but where
is the dividing line between too little and too much?
'That question is beyond the scope of this article but
is merely intended to show you where you can find
the tools (sources) to create your own software V/V
process. You get to decide where to draw the line.

SOME V/V PROCESS RESOURCES

There is a host of material on the internet, commercial
books, and organizations that are readily available to
help guide your V/V software validation process from
concept through to final design. Much of the relevant
material is outside the electromagnetic compatibility
(EMC) field, but the sources really don’t matter that

much since the V/V process is essentially the same.

If you're thinking Deming Circle or Cycle Wheel,
which championed the “Plan-Do-Check-Act”
approach, you're on the right path. However, I would
add one more element to the “Plan-Do-Check-Act”
approach. It would be “observe,” as in “Observe-Plan-
Do-Check-Act” or OPDCA. You can find more
information about the OPDCA model at Foresight
University (http://www.foresightguide.com/
shewhart-and-deming).

If you're comfortable checking out this and other
resources and proceeding on your own, you can stop
reading this article. But let me provide my own brief

guide to the V/V process.

A BRIEF GUIDE TO APPLYING V/V PROCESSES
The first V/V process consideration is the type of

software you use. Is it a commercially available off the
shelf (COTS) product with limited or no ability to
customize the test process, or is it a modified off the
shelf (MOTS) program in which the test process is
more open for modification? (Two examples of MOTS
products are National Instrument’s Labview and ETS-
Lindgren’s TILE!.) Or is it custom-made software

in which every aspect has been created to meet your
exacting specifications? Your answer can directly affect
the V/V process you want.

Evaluating COTS Software Using the Black Box
V/V Method

We will start with the easiest approach. If you have
COTS software, then I recommend using the “black
box” V/V method. If performed correctly, this method
allows you to use your test system’s standard checks
that you are required to perform, and which will serve
to validate both your hardware and setup system as
well as your software processes. You generate known
good inputs, measure with calibrated instruments,
record your results, and then compare the recorded
results with the expected standard requirements.

And you apply the standard specified tolerances for

frequency, amplitude, etc.


http://www.foresightguide.com/shewhart-and-deming
http://www.foresightguide.com/shewhart-and-deming
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To illustrate, let’s use as an example MIL-STD-461G, at, which is dependent on the antenna you are using.

radiated emissions RE102 greater than 30 MHz. 'The base equation for the final or corrected level is:
First, you replace the receive antenna in the system

setup with a calibrated signal source. The inputs are Final (Corrected) Level

test conditions, test limits, transducer correction = Receiver Recorded Value + Antenna Correction Factor
factors, receiver measured data over frequency, and a + Signal Path Insertion Loss - External Preamplifier gain
known good signal from a calibrated source. RE102 (if required)
requires the system check target amplitude to be

the test limit minus six decibels (test limit — 6 dB). The amplitude results of the system check should be
The actual calibrate signal source settings are a little within +/- 3 dB from the system check target which,
different. The system check signal generator output as I discussed earlier, is the test limit — 6dB. The
target amplitude base equation is: antenna correction factor will effectively cancel since

you will add the antenna correction back through your

System Check Target Signal Generator Amplitude

_ (Tvst Limit-6 dB)-dAntenna Correction Factor corrected (final) level equation, ideally using the same

calculation that you used during the system check. It

Your system variability (tolerance) is required to be also applies to the ambient and equipment under test
within +/- 3 dB of the system check target. The test (EUT) frequency sweeps. This verifies not only the
conditions are dependent on the frequency range you're process but the test calculations and software control.
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Ideally, the person that created or modified the software
should not be the individual tasked with validating it.
You are best served by having someone with a different
perspective test the MOTS software.

Unfortunately, we are not finished. We completed
the system check’s target, frequency and amplitude
V/V, but these did not cover test conditions. However,
the test condition validation is much easier, and is
simply a matter of recording the frequency sweep
measurement test conditions versus the test standard.
A simple photograph of the receiver during the sweep
can be used to record start frequency, stop frequency,
resolution bandwidth, frequency step size, frequency
dwell, sweep time, and the detector used. The
photograph can be reviewed with the standard’s test
conditions, and you have now completed a black box
V/V process for MIL-STD-461G, RE102.

Evaluating MOTS Software Using the White Box
V/V Method

The white box V/V method is best suited for MOT'S
and custom-created software. Although you could use
the black box V/V method with custom software, 1
don’t recommend it. Using the black box V/V method
for MOTS and custom-created software could save
time if everything goes according to plan (green light
schedule). And using the black box method for MOTS
and custom software has the same disadvantages as
the waterfall software design method. The feedback
(test results) are delivered well downstream, and any
necessary design modifications end up costing you
more time and more money.

I highly recommend using a “check early and check
often” philosophy for MOT'S and custom software.
The difference between the black box and white box
methods is accessibility. With the black box method,
you do not have control (access) of the inner workings
of the software but simply monitor the results of the
operation and report your findings. With the white
box methodology, you have access to virtually all
aspects of the software and can test the test software’s
inner operation and verify its performance.

MOTS V/V requirements pertain to functions

or routines you've created or modified. There will

be a point at which you won’t be able to modify

the software since the software manufacturer is
responsible for ensuring proper software operation and
likely limits access to the software’s basic functions.
Typically, this would include instrument drivers, basic
EMC/EMI functions, and maintenance actions.

You could use the black box V/V method for any of
MOTS functions you cannot change. Changes you
make to the software should be verified and validated
prior to release, always remembering that validation
and verification are simply creating evidence that

the software is adhering to your process and the
applicable standard. The basic differences between the
black box and white box methods include the level

at which you are testing and the functions/routines
you modified or created. You control the lower-level
software functions and verify their performance. The
software V/V is a process.

Let me offer an example in which you create a limited
selection routine within a MOT'S software. You would
open the routine, operate the function, and verify

the results. It takes no more effort. It sounds simple
until you have a few hundred or more modifications

to observe and validate. The complexity is within the
sheer volume of the items you may need to verity.

You could take it one step further by creating different
test cases where the user intentionally enters incorrect
information to see how the software responds. Good
software should provide error handling routines. And
don’t forget that you have some of the same tools
available to you that you do when applying the black
box method. The standard required system checks are
useful tools to prove that the software is doing what it
is supposed to do.



DECEMBER 2020 [N COMPLIANCE | 29

Software verification/validation importance has increased
with the software infiltration into almost every aspect of our
lives. QMS standards and processes are responding to the

software intrusion with heightened scrutiny.

Ideally, the person that created or modified the
software should not be the individual tasked with
validating it. You are best served by having someone
with a different perspective test the MOTS software,
since the person that created or modified the software
knows the software’s intricacies and their approach
will likely result in a lower level of rigor in detecting
errors. The goal is to “bulletproof” the product before
it is released.

Evaluating Custom Software Using the White Box
V/V Method

You can apply the same white box method to evaluate
a V/V process described previously to custom created
software. I recommend that development testing

be part of your design process and that you test

and record routines as you build them. There are
differences between software design development
testing and software V/V. 'The biggest question is
when within the custom software design process to
apply the V/V method. The V/V process typically
takes place after the custom software design freeze
and before product release. Although the software
should be tested as the design process moves forward,
remember the “test early and test often” philosophy.

I must reiterate that testing within the design
development is not part of the V/V process. It is part
of maturing the product, which is part of the design
process. The development test results should also be
documented for future prosperity. It could be stored
and used within the “lessons learned” database, which
may help you meet other QMS standard requirements.

I recommend performing a risk analysis and creating

a test case table for custom software based from the
results of the risk analysis then V/V testing each test
case. Seed the test cases with intentional errors as well
as known good variables. Remember that the goal is to

ensure the product is performing within expectations
and that some people are geniuses when it comes to
breaking things. Conduct the test cases and record
the results while keeping in mind any noncompliance
results require a failure analysis and corrective actions.

CONCLUSION

Software verification/validation importance has
increased with the software infiltration into almost
every aspect of our lives. QMS standards and
processes are responding to the software intrusion
with heightened scrutiny, and ISO-17025 2017

has devoted an entire section regarding software
verification/validation. Further expanding the need to
provide evidence the software is performing within its
expected behavior. Meeting the software V/V process
requirements is not extremely painful with the proper
awareness. It is simply a matter of recording evidence
the software is functioning within its design. @
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SYSTEM-LEVEL SIMULATION SOLUTIONS
FOR EOS AND ESD

By Karthik Srinivasan and Norman Chang for EOS/ESD Association, Inc.

s electronic systems become more
A{Jervasive in today’s world, particularly

in mission critical systems, it becomes
more imperative that they do not fail within the
warranty period. Electrical overstress (EOS)
and electrostatic discharge (ESD) damage
are two of the major reasons for field failures.
Designers of these electronic systems must be
aware of the various methods by which EOS
and ESD damage can occur and thus apply
multiscale, multidomain, and multiphysics
simulation solutions to address these issues.

'The performance, reliability, and longevity of
an electronic system that has direct exposure
to system ESD events depend on the system’s
immunity from an ESD discharge event. Yet,
the components of the system are designed
independently with predefined specs and
margins in mind. Because the components
come from various sources, and often from
different companies, they are usually designed
by separate teams working in silos and in
accordance with predefined margins. As a
result, the ESD consequences at the system
level can be difficult to identify and mitigate.

What’s more, ESD is not a single physics
problem; it’s a combined electrical, thermal,
and mechanical problem. Electromagnetic
(EM) fields can become second- and third-
order effects for other devices within the
system, and the mitigation challenge stretches
from design into test and measurement. The
ability to deliver high performance, integrated
systems that meet customer demand while
reducing design costs requires a highly
accurate and efficient process for simulating
across a cohesive chip, package, and system
environment.
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Therefore, system-level ESD failure is a growing
concern in electronics design and is a cumulative Pl
sum of errors of ESD failure and interaction between
integrated circuit(IC), components, package, printed (frotection | PGB |

. . olement trace
circuit board (PCB), and system. (See, for example,

Reference [1] where the principles of system-level

co-design have been described for both mobile and ESD E Protection  PCB e
automotive applications.) b 3 Shomnant .
The modeling and simulation methodology for system- Protection  PCB
level ESD testing in compliance with IEC61000-4-2 element trace
[2] is outlined in Figure 1. As stated in Reference [3],
realistic models of an ESD gun generator, connector,
ESD protection element, PCB plane, trace /vias, and . = =
IC ESD are needed in the simulation. This article also Conpechy. Prosscton. b s
: element trace

briefly addresses modeling technology and a list of
solver technology as well.

In particular, the article notes that a realistic chip
ESD model is important for the determination of
voltage/current on the chip pins. Other recent works
[4,5,6] focused on the correctness of the ESD gun

pulse, protection elements and models for PCB traces,
and correlation versus measurements. However, the ESD
difficulty in creating a full-wave compliant model Generator
for various forms of connectors present a challenge
in system-level ESD simulation. In this article, we
outline a comprehensive chip-package-system
ESD simulation methodology that addresses the
interface modeling between the ESD gun and AVDD
system and the interface modeling between the

system and IC chip(s).

Figure 1. Modeling components needed in PCB ESD simulation, courtesy
of IEW 2010 [1]

Lavss Ravdd

Power Cdi o
AT THE CHIP LEVEL: CHIP ESD COMPACT Clamp 8 _ ! Port
MODEL (CECM) D3

'The first aspect that we will focus on is accurate Lavss Ravss
device and component modeling at the chip level. [
A chip ESD compact model (CECM) (Figure 2) is D4 AVSS
an accurate and compact representation of a die. It

contains a compact passive model capturing on-die Figure 2: Chip ESD compact model (CECM)

D2
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parasitics, the current signature model of ports for
a specific scenario [7], and optional ESD protection
elements (e.g., diodes and RC-based clamps). In the
passive model, the total capacitance (i.e., Cdie) of a
power/ground domain pair includes power/ground
coupled capacitance, on-chip decoupling capacitance,
and capacitors from non-switching cells and their
C-loads. Because the ESD spectrum is broadband,
the die model must be accurate in the GHz range.
Therefore, a reduced RC or RLC network model of
the die is included.

CECM is a SPICE model that enables users to
perform various “what if” analysis, such as leaving the
on-chip ESD protection in or out to see how the PCB
ESD protection performs in PCB ESD simulation.
Without on-chip ESD protection elements in
CECM, the V(t) and I(t) on the chip pin (or pad)
becomes the energy that is propagated through the
connector/PCB/on-board ESD protection elements.
In general, the larger the on-chip capacitance (Cdie),
the smaller the amplitude of voltage/current at

the chip pins. Since this is a power-on PCB ESD
simulation, the voltage and/or current amplitude
should not have excessive value at the chip pins.
When running a PCB ESD simulation with chip
ESD protection elements in CECM, the V(t) and I(t)
of the chip pins will be reduced accordingly, thereby
minimizing over design while helping to ensure that
overall ESD protection is adequate.

A key part of this holistic approach starts at the chip
level with an ESD simulation

'The starting point is the chip ESD compact
model(CECM), which is a synthesized model in a
SPICE netlist format that can be used in any SPICE
simulation or system-level tools. This behavioral
model mimics the behavior of the chip power-delivery
network along with the ESD protection devices
embedded in it. A chip power model (CPM) can be
used by system vendors who require a highly accurate
abstracted model of the chip power delivery network
to perform system-level power-integrity analysis and
optimization. Think of it as reducing a massive billion-
node+ on-chip power grid to a compact spice model
that can be used for package or system simulations.

In the process, the integrity of the model is
maintained in both the time and frequency domains.
The model does not preserve any actual design
information and hence protects designers’ IP from
being shared with a third-party vendor performing
system assembly. Systems engineers can use any
number of CECMs as part of their system-level ESD
analysis. This enables virtual prototyping at the system
level. The system vendor can request the integrated
circuit (IC) vendor’s respective models and can create
a virtual prototype for the complete system to do a
trade-oft analysis.

DISCRETE COMPONENTS: TVS DIODES, CMF/
EMI/ESD FILTERS

Commercial transient voltage suppressor (TVS)
diode vendors provide model parameters in their
data sheets. Commercial simulation software can

tool that enables design
teams to plan, verify, and
signoft intellectual property
(IP) and full-chip system-
on-chip (SoC) designs for
integrity and robustness

to combat ESD[8,9]. ESD
analysis is performed using
such a tool at the layout and
circuit levels to help users
identify and isolate design
issues that can cause chip

or IP failure from charged-
device model (CDM),
human body model (HBM),
or other ESD events once the
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Figure 3: TVS diode modeling examples



provide an approximate model for the TVS diodes
that is dependent on input parameters from the
datasheet. Figure 3 shows how software can support
TVS snapback effect modeling with very high-speed
integrated circuit hardware description language —
analog mixed signal (VHDL-AMS). VHDL-AMS
is a standardized language used for describing digital,
analog, and mixed-signal systems.

An ESD filter can be modeled in a full-wave 3D finite
element method (FEM) solver using a circuit tool.
This full-wave 3D FEM model is parameterized with
manufacturing tolerance. This model can be directly
plugged into the circuit simulation tool as an EM-
based parametric model component and verified with
measured result. A high-frequency structure simulator
(HFSS) provides fully encrypted component designs
for electronics device/modules and systems that
protect customer IP.
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ESD GUN ZAP MODELING

ESD generators are used for testing the robustness of
electronics subjected to ESD events. There are two
different discharge methods for an ESD simulator,
and this article replicates a contact type ESD gun
model [8,10], as shown in Figure 4 on page 34 and
with good correlation of measurement result. HFSS
can handle a full transient solution to make a complete
ESD gun model with transient behavior. This FEM
based transient simulation models ESD gun radiation
effects as well as the cable interconnect network

according to standard, IEC 61000-4-2.

SYSTEM LEVEL ESD SIMULATION

Finally, a workflow is needed to incorporate all the
different elements of the system previously discussed.
Models of chip, discrete components, ESD zapping,
and package and board can be plugged into the

) 0
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workflow to enable a system level chip-package-board devices have parasitic capacitance that will affect high-
and chassis solution for ESD simulation, as shown in speed signal distortion. The optimum placement of
Figure 5. components in Figure 6 determines the effectiveness of

APPLICATION EXAMPLES
Efficient ESD design for the

system must recognize energy
entering the interface IC pin in =1
terms of a residual pulse [10].

Typical implementation of a USB2
interface is shown in Figure 6 as Bt
a first application example [10].

Measurement
Circuit Simulation

—a— 3D EM Simulation

Current [A]
¥ ]

System-level ESD protection is ¢

primarily ensured with an external &—r =5
TVS, CMEF/EMI filter, and/or Time [ns]
ESD filter. Time Domain Transient ESD Current

Figure 4: HFSS transient solver simulation results

As secondary
protection, IC pins
have their own
respective on-chip
ESD protection that
meets both human
body model (HBM)
and charged device
model (CDM)
requirements. The IC1 ik "
in the PCB schematic : ' - - Electronics
in Figure 6 shows ' :
differential pins for
the USB that need
protection using a
TVS device. As will
be discussed here,
the common mode
filter (CMF) plays

an important role

in overall protection
efficiency. CMF is
primarily intended to
filter common mode
noise that results from

o = h
Three TVS diode, ESD Prolection Diode o
(Transient Voltage Suppression) Icl;l y APU

two phase lags between o | = =

. . . EMI Filtar: This component lﬂ&‘;
the differential signals il - LH e
(either unequal PCB

trace lengths or
unequal loadings) or
from EMI pick-up
through a USB cable.
All of these protection Figure 6: Mobile phone PCB and typical implementation of a USB2 interface

Typical implementation of a USB2 interface




ESD protection while having minimum impact on Another example demonstrates ESD propagation
signal integrity. modeling [10] with a return ground path effect as
shown in Figure 8 on page 37. This return path
Figure 6 also shows the actual board implementations impacts ESD propagation on PWR, GND and
for ESD protection with the processor IC, the TVS
diode, and EMC filter or CMF, board
traces, and the micro USB receptacle
on the left. Most of the USB signals are
routed within inner layers in a strip-line
configuration to minimize crosstalk
between the traces and coupling from
radiation sources such as RF chips and/
or the ESD gun. The EMI filter is
placed after the TVS, precisely between
the TVS and processor IC. The TVS is
placed just behind the receptacle. The
PCB interconnect from the TVS to the
processor IC is about 5.5 cm long.

Chip-package-system (CPS) transient I N l'ro d U Ci n g i'h = AI I — N ew

simulations are performed as shown
in Figute 7 on pages 36 and 37 to 8500 Series AC Power Source
determine the residual pulse current
waveform at the IC pin while high
speed USB communication is happening
between AP and USB device. The
simulation considers the TVS, the PCB
interconnects, the passive devices, and

the CECM.

a Associated

Power Technologies

We injected the 5kV ESD discharge
current waveform (red curve) on the
USB connector shield location (120Vp
@ USB connector ground) and detected
a residual voltage pulse on the processor
IC input signal trace, 2.78Vp (blue
curve). Figure 7 (b) shows specific
failure mechanisms activate during

an ESD event, depending upon the
nature and magnitude of the event

and the circuit elements (device level)

8540

Power Output 500 VA 1250 VA 2000 VA 4000 VA
encountered by the over stressed pulse.
. . . Voltage 0-310 VAC 0-310 VAC 0-310 VAC 0-310 VAC
Semiconductor junction leakage may
occur, or dielectric breakdown or latch- m 5-1200 Hz 5-1200 Hz 5-1200 Hz 5-1200 Hz

up could be triggered. Each of these
conditions can lead to thermal issues,

melting or cracking, and shorting or
open circuits, which in turn may cause
additional failures.

Learn More at aptsources.com
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signals. In this model, we intentionally selected the
SLC line on the mobile PCB to see how the return
ground path effect would depend on the impedance
variation in the range of zero to hundreds of ohms.

With zero-ohm reference return current path, we get
42.5uV on SLC nodel. With one ohm return ground
path impedance, we get 2.7V on SLC nodel, which
is large enough to create ESD damage on the SMD.
Figure 9 on page 38 shows the waveform on the
highlighted objects.

propagation with a return ground path effect, which
can impact power, ground, and signals. There are
challenges in measuring voltage or currents on IC
pin or package bump location, and it is impossible to
probe them without breaking the IC package. When
designers use software to do virtual prototyping for
system-level ESD, there are no such measurement
limitations. Without this barrier, designers can get
insights on whether to put more ESD protection on
PCBs or on-chip.

A what-if analysis was done
on the design to simulate the
system with different chip
models capturing different
Cdie. Figure 10 on page 38
shows chip pin voltage V(t)
changes with different chip
Cdie in CECM(s).

ESD injection on Signal

In another simulation
example, we analyzed a USB2
interface’s impact on an ESD
event and provided a system
design guide in terms of
ESD propagation. System-
level ESD protection can be
ensured by different module
levels, and, at the IC level,

(a) Digital signal distortion testing scenario schematic (EM & circuit co-simulation)

IC pins have their own on-
chip ESD protection. This,
however, does not necessarily
mitigate transient effects
within the system. The USB2 s
connector shield was stressed
with the ESD discharge -
current from the 5kV ESD
gun model, and the engineers -
were then able to simulate the
transient effects. This type s
of methodology easily allows
teams to make additional -
design trade-offs in terms of ]
device spacing and additional -
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mechanisms.

In the third example, we
analyzed the ESD current

(b) Digital signal corruption due to huge ESD residual pulse current waveform at the IC pin

Figure 7: Demonstrates the simulation method and the resulting residual voltage waveform (blue curve in
(b)) at the IC pin when the connector shield is stressed with the ESD discharge current (red curve in (c)) from
the 5kV ESD gun model.



EXPERIMENTAL
VERIFICATION

Finally, we must validate this
simulation approach with test
and measurement as part of the
validation process. The ESD
discharge current waveform
injected by the ESD generator
and the voltage waveform on
the processor IC input signal
trace are measured to validate
the simulation results, as shown
in Figure 11(a) on page 39. The
injected current waveform is
measured using a test board
and a current probe shown in
Figure 11(b).

'The voltage waveforms across the
TVS and CMF are measured
using a custom designed test
board with three TVS diodes
and a mounted CMF, as shown
in Figure 11(c). To measure the
voltage waveform, two 50-ohm
coaxial cables were used to
connect the test board (via SMA
connection) to the oscilloscope
with an attenuator and ferrite

beads.

Figure 11(d) shows the measured
(sky blue) and
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(c) Digital signal disruption due to relatively small ESD coupling impact

)

Figure 7 continued: Demonstrates the simulation method and the resulting residual voltage waveform
(blue curve in (b)) at the IC pin when the connector shield is stressed with the ESD discharge current (red

curve in (c)) from the 5kv ESD gun model.

simulated (orange)

voltage waveform on |

the USB connector
pin and processor IC
input signal trace. This
allows us to verify the
accuracy of simulation

results as shown at

probe point at SOC

input pin.

SUMMARY

IC and systems design
can no longer be
viewed as separate
disciplines when it

comes to analyzing

Figure 8: System return ground path effect on SLC node
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and preventing ESD. The
complexity of SoCs, the
boards they sit on, and the
packages within which they
are located are all connected
and can be potentially
affected by ESD in isolated
areas[10].

*42.5(!V XV Pt 1

Now, there is a
comprehensive chip-
package-system (CPS) ESD
simulation methodology that
addresses IEC61000-4-2
testing conditions. It starts
with an innovative full-

chip ESD compact model,
which is then combined with
full-wave transient models
of the ESD gun, ESD
protection devices, PCBs with
vias, advanced packaging
(including 3D ICs), and

connectors — for unrivaled

Figure 9: ESD propagation modeling result at SLC node1

system-level ESD analysis.

It can be challenging

to protect against ESD

in complex, high-speed
technologies, as these require
careful signal path design

Chip ESD Compact Modsl [CECM)
AL

and must survive system-
level ESD requirements.
Simulation, therefore, has (a) PCB and simplified equivalent circuit
become an essential part TS e V50 X
AVDD 1000 - s e
of designing ESD robust | i e
electronic systems. A holistic o | g .
methodology effectively % v.sod ™
and efficiently locates and [] | Lavs Raws | %2
mitigates ESD risks well AVSS
before hardware prototypes
are available, saving teams
time, effort, and money. This
approach can lead to more
reliable and efficient systems
in crucial applications, such Simulated Layout

as automotive, avionics,
5G and, yes, in—ﬁight (b) SOC Input node voltage vs. die capacitance

| Lavss Ravad

MESD_on_IC_inputy V]

entertainment systems. (]
Figure 10: Chip pin V() in CPS ESD with different CECMs
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(d) Simulation and measured comparison

Figure 11: Experimental verification with custom PCB design
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THE DEVELOPMENT OF PROFICIENCY
TESTING PROGRAMME FOR ELECTRICAL
AND MECHANICAL SAFETY TESTS
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By S.L. Mak and H.K. Lau

Editor’s Note: The paper on which this article is based
was originally presented at the 2018 IEEE International
Symposium on Product Safety Engineering in San Jose,
CA. It is reprinted here with the gracious permission of the
IEEE. Copyright 2020 IEEE.

I he ISO/IEC 17025 accreditation is essential
to consumer product testing laboratories.
According to the requirements of the

Consumer Product Safety Improvement Act (CPSIA),

consumer products shall be sent to third-party testing

laboratories for testing before they can be put into the
market. The certified third-party testing laboratories
must already obtain the ISO/IEC 17025 accreditation
in the specified test category [1]. The accreditation
bodies require the ISO/IEC 17025 accredited
laboratories to regularly join the proficiency testing

(PT) scheme in appropriate testing areas.

The Hong Kong Accreditation Service (HKAS)
provides ISO/IEC 17043 accreditation services to
proficiency testing providers in Hong Kong [2].
Current proficiency testing providers are providing
three different proficiency test areas: (1) calibration;
(2) medical testing; and (3) chemical testing [3]. As
the majority of testing and certification companies

in Hong Kong are providing consumer product
testing services, they can only join the proficiency
testing organized by overseas services providers, such
as LGC in UK, IQTC in China, ASTM in USA

or IEC. In addition, the HKAS also irregularly
organizes proficiency testing programmes to the
accredited laboratories (e.g., acoustics testing carried
out in 2015) [4]. However; they only invited the
laboratories that are already accredited by HKAS

to join the programme. Therefore, it is impossible to
determine the competitive between HKAS accredited
laboratories and other overseas laboratories.

In order to fulfill the need of the industry, the Open
University of Hong Kong (OUHK) is planning to

develop a proficiency testing programme that is suitable
for electrical and mechanical safety tests in Hong Kong.
'This article describes the development process of the
proficiency testing programme, frequency of testing,
selection of test specimen and method of data analysis.

PURPOSE OF PROFICIENCY TESTING
'The ISO/IEC 17025 standard was developed to

specify the general quality and technical requirements
for the competence of testing and calibration
laboratories. It specifies both the management and
technical requirements. The management requirements
require the laboratories to apply the proficiency testing
and use the results to develop appropriate preventive
actions. Meanwhile, top management shall review the
result of interlaboratory comparisons or proficiency
tests in the management review meeting.

In the technical requirements, on the other hand, the
quality assurance system shall include: 1)the use of
certified reference materials to validate the test;

2) participate in the proficiency testing; 3) replicate tests
or calibrations using the same or different methods;

4) retesting of retained samples; and 5) correlation
results for difference characteristics of a specimen [5].

Some researchers described that proficiency testing

is a good platform to supplement a laboratory’s
internal quality control procedure and enables the
comparability of measurement between laboratories. In
other words, it can be considered as an external partial
audit of laboratory quality management system [6].

INTERNATIONAL STANDARDS FOR
PROFICIENCY TESTING PROGRAMME

Several international standardization bodies have
published guidelines and criteria for the development
of proficiency testing programmes. ISO/IEC 17043

describes the general requirements for proficiency
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testing and is adopted by most of the
accreditation bodies to offer accreditation
services, such as UKAS, NATA, A2LLA, CNAS
and HKAS. Table 1 shows other guidelines
published by standardization bodies in
describing essential criteria of a proficiency
testing programme. Most of them are applicable
to a specific product, such as fabric or water.

The ASTM D6674 and ASTM E2027 are
designed for chemical or fabric materials
testing. The OUHK, on the other hand,
addresses proficiency testing programmes for

mechanical and electrical safety testing in
accordance with ASTM E1301.

There are other PT programmes, such as
medical testing, chemical or fabric testing
available in the market. They summarized the
challenges of PT development, including:

1) selection of specimen; 2) homogeneity and
stability validation of specimen, and;

3) selection of statistical analysis method to
test the differences between laboratories [8].

Standard Code

standard Description

BS EN ISO/IEC 17043: 2010

Conformity assessment — General
Requirements for proficiency testing

ASTM E1301-95

Standard Guide for Proficiency Testing
by Interlaboratory Comparison

ASTM D6674-01

Standard Guide for Proficiency Test
Program for Fabrics

ASTM E2027-17

Standard Practice for Conducting
Proficiency Tests in Chemical Analysis
of Metals, Ores, and Related Materials

BS ISO 13528: 2015

Statistical Methods for use in
Proficiency Testing by Interlaboratory
Comparison

PD 6644-1: 1999

Proficiency testing by Interlaboratory
comparisons - Part 1: Development
and Operation of Proficiency Testing
Schemes

PD 6644-2: 1999

Proficiency testing by Interlaboratory
comparisons — Part 2: Selection and
use of Proficiency Testing Schemes by
Laboratory Accreditation Bodies

Table 1: List of standards for developing the proficiency testing programme

Requirements

Standard Description

General requirements ¢ Appoint well-experienced staffs to develop and maintain the PT scheme;

Gain ISO/IEC 17025 accreditation to demonstrate the competence in the measurement
of the properties being determined.

Personnel

Appoint qualified and well-experienced staffs to develop and maintain the PT scheme;

Appoint expertise to form advisory group to provide the comments in order to continual
improvement

Equipment, accommodation
and environment

Make sure that all the facilities and equipment for the PT scheme are to be traceable
and calibrated.

Design of PT schemes

The measurands shall be properly selected by consulting the advisory group and
laboratories.

The specimen shall be homogeneous or checked for stability.

The assigned value shall be measured by the reference laboratories (either our own
laboratory or subcontractors)

Clear instruction shall be made to PT participants to pre-treat and operate the test
specimen

A laboratory ID will be randomly assigned to each PT participant. This ID will be used
to represent the participant throughout the study to ensure the confidentiality of the
participant’s identity.

Data analysis and evaluation
of PT scheme results

A proper statistical analysis method shall be adopted to analyze the result provided by
each PT participants.

Management requirement

The PT scheme provider shall design an appropriate quality management system (QMS)
to meet the ISO QMS requirements.

Table 2: List of essential requirements of ISO/IEC 17043: 2010 [9]
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DEVELOPMENT PROCESS OF PROFICIENCY

TESTING PROGRAMME

The development of a proficiency testing programme

includes several major steps: 1) develop a
Quality Management System (QMS) and
obtain the ISO/IEC 17025 laboratory
accreditation; 2) develop the proficiency test
scheme; 3) invite laboratories to join the trial
run of proficiency testing scheme to valid the
scheme; 4) modify the scheme, and; 5) apply
for the ISO/IEC 17043 proficiency testing
provider accreditation.

Step 1: We will appoint a reference laboratory
to conduct the preliminary measurement and
find the assigned value for determining for
interlaboratory differences. We will assign our

own laboratory to be the reference laboratory
and gain the ISO/IEC 17025 accreditation.

Step 2: All essential requirements of
ISO/IEC 17043 must be met by the PT
scheme. Table 2 shows the major essential
requirements and explains how we proceed
to meet the requirements.

The criteria of PT specimen homogeneity and
stability shall be established and analyzed.
ISO Guide 34, ISO Guide 35, and ISO 13528
can be referenced to develop the criteria.
According to ISO/IEC 17043, it is acceptable
to consider the effect of uncertainty if the
specimens are not sufficiently homogeneous
or stable. The ISO 13528:2015 Annex B
suggested a four-step method to test for
homogeneity. Table 3 shows the steps to test
for homogeneity.

In one of our trial PT programmes, two
measurands are selected to be measured,

i.e., kinetic energy of projectile toys (Figure 1)
and sound pressure level of sound-emitted
products (Figure 2). We establish the
procedure to test stability.

All samples were brought from the same
batch from the supplier, such that they are
considered to be homogeneous. Therefore any
one of the samples is being representative to

the batch and is sufficient for this analysis. In order to
simulate the actual operations of PT items through
the PT program, the reference laboratory will carry

Step Descriptions

1 Preparation and packaging of the samples

2 Random select at least ten samples per batch

3 Prepare two subsamples from each sample

4 Samples will be measured randomly under repeatability
conditions. The samples will be considered to be sufficiently
homogeneous if s; < 0.36

Table 3: Method for testing homogeneity [10]

Figure 1: Projectile toy for proficiency testing

Figure 2: Sound emitting toy (rattles) for proficiency testing
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out the following: 1) determine assigned value (KE)

of the sample; 2) repeat operation of the sample as
required for 20 times; 3) repeat operation of the sample
as required for determining the travelling speed for

5 times; 4) determining the kinetic energy (KE) of

the sample, and; 5) apply the statistical method to
determine the homogeneous.

may be different. The Programme aims to evaluate
the competence of laboratories and the uncertainty
of measurement due to the resolution effect of
measurement instruments.

The second trial of PT programme
is on electrical safety testing. The

measurement of creepage clearance -

-
is selected and sent the specimens

Insulating materials
\ Conductors

to the interested laboratories. The
creepage distance means the shortest
distance along the surface of a solid
insulating material between two
conductive parts (Figure 3).

Conductors
s o CICATATICE

IEC 60601, IEC 62115 or

IEC 60335 specify the required values
and the minimum creepage distance
can avoid failure due to tracking. Failure in creepage
distance may cause short circuit and fire hazard. It
should be noted that larger clearances are required

if the product is subjected to mechanical vibration.
'The degrees of pollution are other factors to affect the
required creepage distance [11].

Although the measurement of creepage distance

is critical to the safety of electrical products, the
standards do not specify the resolution and accuracy of
measurement instruments. Some laboratories are using
the Vernier caliper, and others may use measuring
microscopes (Figure 4). ISO Guide to Uncertainty of
Measurement (GUM) divides the uncertainty to Type
A and B. Type A uncertainty can be evaluated by the
statistical analysis of series of observations. Type B
uncertainty can only be evaluated by means other than
the statistical analysis of series of observations.

Some examples of sources of uncertainty that lead

to Type B evaluations are: 1) reference instruments
calibrated by laboratory; 2) physical constants

used in the calculation of the reported value; 3)
environmental effects that cannot be sampled; 4)
possible configuration/geometry misalignment in the
instrument, and; 5) resolution of the instrument [12].
Due to different measurement instruments having
different resolutions, the uncertainty of measurements

Figure 4: Measuring microscope



EVALUATION OF PROFICIENCY
TESTING RESULTS

The participated laboratories will submit the
measurement results to the PT provider. Then the PT
provider shall apply the pre-determined appropriate
statistical method to analyze the difference between
PT participants. The most common methods are z
scores and En scores. The assumption of z scores are
made with a hypothesized distribution of competent
laboratories and not on any assumption about the
distribution of the observed result. We can interpret
the z scores by:

* A result that gives |z| < 2.0 is considered to be
acceptable;

* A result that gives 2.0 < |z| < 3.0 is considered to be
questionable;

* A result that gives |z| > 3.0 is considered to be
unacceptable.

En scores will be used if the PT participant’s ability
having the result close to the assigned value within
their claimed expanded uncertainty. The method is
commonly used for PT in calibration.

For the PT programme used in this research, the

z score method is found to be more suitable to evaluate
the difference in the conducting the quantitative
measurement, such as kinetic energy and creepage
distance.

CONCLUSION

'This article described the development process of a
proficiency testing programme that is suitable for
electrical and mechanical safety tests. The current
HKAS accredited proficiency testing programme only
covers chemical and medical tests and calibration.

The new proficiency testing programme can fulfill the
need of industry in order to meet the ISO/IEC 17025
requirements and help to industry to evaluate the
differences between different laboratories or locations. @
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PRODUCT LIABILITY
MARKETING DEFECTS

Liability for Words and Pictures You Use for Marketing

D ] anufacturers of products and providers of
services can be held liable for injury, damage, or
economic loss suffered by a customer or a third

party based on all aspects of its products and services.

'This includes the product or service itself, all written

materials that accompany the product including warnings

and instructions, and all oral and written statements
made before and after sale. As a result, manufacturers and
service providers must provide a reasonably safe product,
competent services, and written and oral statements that
do not diminish the quality or safety of the product or
service, or confuse the customer into doing something
that results in injury, damage, or loss.

These types of lawsuits have become more common as
products have become safer and fewer accidents occur,
and plaintiffs’ lawyers have looked for other claims
surrounding the sale of a product. In some cases, these
claims can even be brought by an entire class of people
who purchased the product.

'The so-called “no-injury class action” is usually based
on some representation by the manufacturer before sale
and the dashed expectations of customers as to things
such as performance, safety, quality, or durability. Even
without provable damage, settlements have exceeded
hundreds of millions of dollars, with at least one
involving an alleged design defect in computer chips in
Toshiba laptops exceeding $2 billion.

SOME EXAMPLES

Examples of past litigation will be helpful in
illustrating how expansive the theories can be and how
easy it is, in some situations, to bring such a suit. Here
are some notable cases:

* One of the early cases that established product
liability involved marketing brochures. The case of
Greenman v. Yuba Power Products, Inc. (1962), dealt
with a Shopsmith power tool. While the California
Supreme Court mainly used this case to adopt the
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By Kenneth Ross

theory of strict liability for the first time, it also
discussed marketing issues. It said that the jury
could have reasonably concluded that statements
in the manufacturer’s brochure were untrue, that
these statements constituted express warranties,
and that plaintiff’s injuries were caused by their
breach. The marketing literature used phrases such
as “insures perfect alignment of components” and
“every component has positive locks” and “provides
rigid support.”

* One of the original drug product liability cases
(Toole v. Richardson-Merrell, 1967) resulted in
liability because the drug was advertised as
“virtually non-toxic,” “safe,” and free of “significant
side effects.” In addition, the marketing of
prescription drugs directly to consumers, which is a
fairly recent phenomenon, has been the subject of a
great deal of litigation. The typical allegation is the
failure to adequately warn the user while the defense
is the “learned intermediary doctrine,” which is
under attack because of this direct marketing. The
way in which the product is advertised and marketed
and the disclaimers and safety precautions that are
provided to consumers are issues in these cases.

* In a case from 1990 involving Johnson & Johnson
baby oil, an injury occurred when a baby swallowed
the baby oil and it got into its lungs. The mother was
not alarmed because she knew that baby oil was safe.
Unfortunately, it was not safe in lungs and a severe
injury resulted. The plaintift’s human factors expert
said that the product label, which used the term “pure
and gentle,” perpetuated a belief that the product was
very safe and benign in all foreseeable situations.

* Another case from the early 1990s involved the Jeep
CJ-7, which was advertised driving up Pikes Peak
at a high rate of speed around tight turns on the
mountain. These turns were called “J turns” because
the marks in the mountain road looked like a “J.”
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The plaintiffs saw the ads and thought the roll bar
would protect them if the vehicle turned over.

It didn’t and they were severely injured. The case
proceeded on the theory of misrepresentation using
the Jeep ads as evidence that such driving was
foreseeable and intended. This despite the fact that
the plaintiffs drove the Jeep oft the top of a road
flying almost 50 feet through the air and landing
upside down. The court called the advertising

an example of “intentional incitement of
unlawful conduct.”

* A manufacturer of recreational products was held
liable because its promotional video showed users
without safety equipment, which the warnings and
instructions required be used. Even though the
plaintift did not see the video, the jury believed that
the manufacturer was sending a mixed message
about following the safety precautions it provided
with the product.

* Other examples from litigation include use of
the terms “bulletproof,” “absolutely safe,” “stops
assailants instantly,” “tamperproof,” “shatterproof,”
“harmless,” and “indestructible.” These terms
used in advertising or on product packaging were
presumably relied on by the user to their detriment
and, in some cases, resulted in liability for the
manufacturer.

Allegations of defects in the way the product was
marketed, while not usually the primary focus of most
product liability cases, have been used by plaintiffs
when necessary. Even if not specifically alleged,
marketing statements have been an integral part of
many claims, especially those involving failure to
warn or instruct. And with the advent of the Internet
and extensive websites set up by manufacturers and
product sellers, there are many more opportunities for
a manufacturer to slip up and say or show something
that will create a problem in the event of an incident.
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THEORIES OF LIABILITY

Unlike a typical product liability case, there are many
more theories that can be alleged. I want to quickly
describe a few of the possible theories in the sections
that follow.

Strict Liability and Negligence

Many of these marketing cases are brought primarily
under the theories of strict liability or negligence. The
allegations are that the product is defective in its design
or warnings and instructions and, in addition, that the
product did not meet the consumer’s expectations as to
safety, quality, or durability. The marketing literature
might be a piece of evidence that, for example, shows
the product being used inconsistently with the way it is
described in the instructions, and the user relies on the
picture and is injured.

Or, there is nothing wrong with the marketing literature
and there is just some inadequacy in the warnings or
instructions, either in something they say or don't say.
Or the advertising refers to the product as “rugged”

and “solid” and that forms a basis for expectations

about how strong it is and what type of misuse it can
withstand. In this situation, the marketing defect claims
would be part of a typical defect claim and the plaintiff
would rely on strict liability or negligence and not try to
use breach of warranty, fraud, or misrepresentation, all
of which can be harder theories to prove.

Manufacturers are required to provide adequate
warnings and instructions to the purchaser to allow
them to use the product safely and correctly. Injury,
damage, or loss resulting from inadequate or incorrect
information can be the basis for a product liability
lawsuit against the manufacturer. Warnings and
instructions usually accompany the product and
possibly are included in some of the literature that
the manufacturer uses to sell the product. Under
these theories, any oral or written statements made by
anyone in the supply chain can also be used to argue
that the warnings and instructions were inadequate,
confusing, or inconsistent, or that the marketing
literature undermined the severity of the warnings
provided with the product.

Breach of Contract

In some situations, an injured party can sue for breach
of contract and base the claim on oral or written

statements made during the sales process or in the
warranties in the contractual documents. The damages
could be based on injury or damage, but usually would
include a claim of economic loss. The contractual
terms and conditions should govern the potential
liability and recoverable damages except for implied
warranties that have not been disclaimed.

Express Warranty

In both contracts and marketing/sales, warranties
can be created by operation of law under the Uniform
Commercial Code (UCC). Express warranties are
created by the following:

* Any affirmation of fact or promise made by the
seller to the buyer that relates to the goods and
becomes part of the basis of the bargain;

* Any description of the goods that is made part of
the basis of the bargain; or

* Any sample or model that is made part of the basis
of the bargain.

'The above create an express warranty that the goods
shall conform to the fact or promise, description, or
sample or model. It is not necessary that the seller use
formal words such as “warrant” or “guarantee” or that
he or she have a specific intention to make a warranty.
However, it is necessary that these involve “the benefit
of the bargain,” which means that they occur at the
time of or before the purchase is consummated. In
other words, the purchaser will say that they relied

on these statements, sample or model to purchase the
product and to use it.

An express warranty can be created by any written
or oral statement or even by the appearance of the

product. These statements are included in the sales
and marketing literature, catalogs, website, and all
statements by salespeople.

While terms and conditions usually attempt to limit
any express warranty to “defects in workmanship and
material” or only warrant that the product “conforms
to the specifications in the catalog,” the purchaser will
seize on any inconsistent or expansive language to
argue that additional express warranties were provided
and that he or she relied on them to buy and use the
product. If express warranties are deemed to have been
created, this could be a problem as courts have said
that a seller can’t generally disclaim them.



So sellers need to be aware of everything that is
expressly said about the product. This includes
marketing and sales literature by the manufacturer
and everyone else in the supply chain, and every

oral statement by anyone that ultimately gets to the
purchaser either before sale or even after sale as long as
they occurred before the accident or product problem.

Even advertising issued after an accident can adversely
impact your defense. The problem arises if your
defense is that the plaintiff was using the product
unsafely. That is hard to argue if your advertising
shows a user using the product in the same way.

Implied Warranty

The UCC also creates an implied warranty of
merchantability and fitness for a particular purpose.
These warranties are implied in every sale of a product
that is subject to the UCC unless they have been
disclaimed. Most terms and conditions disclaim

these warranties, however it is possible that the terms
and conditions may not govern the sale and these
warranties will therefore not be disclaimed.

Since these are implied warranties, the scope of their
applicability is governed by the UCC. The definition
of “fitness for a particular purpose” has some
relevance. This UCC section says:

“Where the seller at the time of contracting has reason
to know any particular purpose for which the goods
are required and that the buyer is relying on the seller’s
skill or judgment to select or furnish suitable goods,
there is ...an implied warranty that the goods shall be

it for such purpose.”

Many written statements assist the purchaser in
determining the type of product to buy. Therefore,
even if this implied warranty is disclaimed, it is
possible that there will be an express warranty that the
goods are fit for the purpose expressed in a company’s
written material. And, in many situations, this implied
warranty will not have been effectively disclaimed.

In addition, if the purchaser expressly tells the sales
personnel what the product will be used for and
confirms with these personnel that the product to be
purchased is the correct one to buy, a warranty could
arise, be it express or implied.
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Misrepresentation and Fraud (Common Law and
Statutory)

Theories alleging liability for injury, damage, or loss
caused by intentional or negligent misrepresentation
have also been used. Intentional misrepresentation
involves statements that are intended to induce action
by another, such as to use a product in a certain way.
These statements are alleged to create an unreasonable
risk of injury in that they are false or that the person
making them does not have the knowledge he or she
claims to have.

Negligent misrepresentation involves giving false
information to another that causes injury or damage
from actions taken by another person in reliance

on that information. The negligence can occur by

the person failing to exercise reasonable care in
determining the accuracy of the information or by
failing to exercise reasonable care in the way in which
the information is communicated.

Misrepresentation and fraud cases carry a heavy
burden of proof, and that is probably why most
plaintiffs, in a typical product liability injury case,
generally rely more on strict liability, negligence, and
breach of warranty than on misrepresentation or fraud.

However, every state has some form of consumer fraud
statute that can be separately used to allege fraud and
deceptive trade practices. These laws are based on the
Uniform Deceptive Trade Practices Act or Uniform
Consumer Sales Practices Act. The elements necessary
to prove are much less than common law fraud and

a successful plaintiff is usually also entitled to treble
damages and attorney’s fees.

Many of the state statutes don’t require actual injury
or damage in order to recover. And some courts have
allowed a nationwide class action to proceed based on
an alleged violation of these state statutes.

INTERACTION OF THESE THEORIES

In product liability claims and litigation, plaintiffs can
allege claims of breach of contract, breach of warranty,
misrepresentation/fraud, negligence and strict liability
(defects in design, manufacture, and warnings and
instructions). They will use the product and any
statements printed or uttered by the manufacturer to
support their claims.
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A major element of proof for many of these theories

is that the purchaser or injured party relied on the
statement, misstatement, or lack of a statement.
Despite that requirement, even if the plaintift didn’t
rely on the statement, statements can be put into
evidence for other purposes to support another

claim or to portray the manufacturer as careless or
intentionally misleading. In addition, some statements
make it more difficult for the manufacturer to

defend itself, such as when the injured party did
something unsafe that seemed to be authorized by the
manufacturer or at least not prohibited.

PREVENTIVE TECHNIQUES

It has been said that much of product liability

reflects the inability of American engineering to
match the claims made for products by its marketing
professionals. Given the wide range of products that
companies manufacture and services they provide, it
is difficult to articulate clear guidelines on what to say
and not to say when advertising and selling products.
However, let me try to provide some of my thoughts
based on my many years of experience.

The first rule is the old saw, “say what you mean” and
“mean what you say.” Many problems in this area

are caused by unclear, unsupported, and incorrect
statements caused by unclear or incorrect thinking.
If you want to promise that the product will perform
in a certain way, then be sure it can do it. There really
is no defense if a product is used as you advertised
and it doesn’t work the way it should work. This may
result in a disgruntled purchaser and no claim. But
it could just as easily result in a warranty claim, a
personal injury case, or a class action based on some
misrepresentation.

Therefore, the first rule is that if you clearly say or
promise something that is material to either the
purchaser’s decision to buy the product or helps with
the safe use of the product, it should be clear and
correct. Lawyers who review these representations
might have a difficult time commenting on these
factual assertions in your advertising and marketing
unless they are very knowledgeable about the product
and your company. Despite that, while lawyers
should not make you justify each and every fact, they
can point out statements that seem too good to be
true or suggest where you should have documented
substantiation for the claim.

An example is use of the phrase “maintenance free.”
While I will discuss puffing below, this is a clear
statement with no limitations and can be a problem if
not true. If it isn’t qualified by “almost” or “virtually”
or “in most situations” and someone buys the product
and this turns out to be false, they could claim

that they didn’t get the product they thought they
were getting. And if the claim is based on a state’s
consumer protection laws, they don’t even need to
prove damages. In addition, if the user does not
perform maintenance and the product fails, injuring
a user, the manufacturer might have a problem
defending the case. However, this shouldn’t be a big
risk as appropriate maintenance procedures, if any are
necessary, should be discussed in the instructions.

Puffing is different and is legally acceptable. Pufling is
not viewed as an expression of a fact but instead as an
opinion about a product’s performance or attributes.
As a result, “puffery” does not constitute an express
warranty. So phrases like “never lets you down” or
“strong” or “finest product of its kind available today”
or “premium quality” have all been deemed acceptable
puffing or opinion and not a factual assertion that can
be the subject of a lawsuit. This, of course, does not
mean that a customer may not sue over some pufling
that resulted in injury or damage.

Courts have identified different factors to consider
when distinguishing puffing from facts. They are buyer
sophistication, trade usage, whether the goods are
prototype, the presence of hedging, and the level of
specificity, with specificity being the most important.

Of course, it is up to the judge or jury as to whether
they believe it is fact or opinion. And a purchaser who
believes the puffery and suffers a problem might sue
you. So, you should try to anticipate how customers
will react to everything you say, be it fact or opinion,
and determine if they will use the product in an unsafe
or incorrect way or think it is stronger or lasts longer
than it does, or buy it for an inappropriate use. If

they will rely on puffing or facts and it could result in
injury, damage, or loss, think how you will defend the
statement and if in doubt, soften or limit the language.

In your literature and advertising, statements that
should always raise a question are absolutes or clear
statistical statements that can be challenged even if
they are not facts. Puffery may allow you to claim that
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Superior Products,
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Shielded enclosures, reverberation chambers
and anechoic chambers for hi-tech, EMC,
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Quallity turnkey anechoic solutions
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enclosures and anechoic chambers. In collaboration with
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guaranteed for quality and performance. A superior
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