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DIFFERENTIAL-MODE AND COMMON-MODE 
CURRENT MEASUREMENT

Figure 5 shows the test setup to measure the 
differential- and common-mode currents.

The current probe used is shown in Figure 6.

The SMPS used in this experiment is a step-down 
(buck), 12V to 5V DC, switching at 420 kHz.

Figure 5: Measurement setup Figure 6: Current probe for DM- and CM- measurements
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CHALLENGES AND DIRECTIONS FOR  
LIFECYCLE PROCESSES SUPPORTING  
CONFORMITY ASSESSMENT OF  
INTEROPERABLE MEDICAL PRODUCTS
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By John Hatcliff

IEC 62304 (medical device software lifecycle 
processes), and IEC 60601 (safety and essential 
performance for medical electrical equipment), are 
focused on conventional monolithic devices and 
don’t explicitly address the unique challenges of 
interoperability, systems of cooperating components or 
platform-based engineering approaches. More recent 
medical device security technical reports, such as 
AAMI TIR 57 standards and security standards for 
connected devices such as UL 2900-1, address single 
devices with connectivity but do not explore system-
of-system or platform concepts.

An overall challenge is that well-established concepts 
of risk management, quality management, security, 
lifecycle processes, and safety/security/essential 
performance objectives all need to be extended and 
integrated to address medical device interoperability, 
interoperable medical systems, and medical application 
platforms. However, these concepts are for the most 
part addressed in stove-piped fashion in individual 
standards (i.e., ISO 14971 address risk management, 
ISO 13485 addresses quality management, etc.), and it is 
difficult for manufacturers and regulators to see (a) how 
interoperability issues cut across the current standards 
space and (b) how existing standards should be brought 
together to address interoperability-related features.

Figure 1 illustrates the theme of this paper: we argue 
that to support conformity assessment of safety/
security of interoperable medical products, lifecycle 
process concepts should be enhanced to (a) address 
the unique aspects of planning, specifying, designing, 
realizing, and assuring interoperable products, and 
(b) guide manufacturers in weaving together concepts 
from existing standards on risk management, quality 
management, security, etc. Moreover, we argue that 
concepts such as architecture specifications (e.g., as 
found in ISO/IEC/IEEE 42010), managed reuse 
(e.g., as found in ISO/IEC 12207 Section 7.3), and 

Editor’s Note: The paper on which this article is based 
was originally presented at the 2019 IEEE International 
Symposium on Product Safety Engineering in San Jose, CA.  
It is reprinted here with the gracious permission of the IEEE.  
Copyright 2019 IEEE. 

INTRODUCTION

Medical devices are increasingly designed with 
network interfaces to support interoperability. 
Interoperability interfaces enable medical devices 
to be composed into larger medical systems that 
include infrastructure components supporting 
networking, composite displays for operators, and 
software applications providing workflow automation, 
etc. In addition, work in the research [11], [28], 
[8], [22], [36] and standards [1] communities is 
laying the foundations for safety, security, and risk 
management approaches for “systems of systems” 
of medical devices built using “medical application 
platforms” (MAP). As defined in [11], a MAP is 
a safety- and security-critical real-time computing 
platform for (a) integrating heterogeneous devices, 
medical IT systems, and information displays via 
a communication infrastructure and (b) hosting 
application programs (“apps”) that provide medical 
utility via the ability to both acquire information from 
and update/control integrated devices, IT systems, 
and displays. Consortia [29], [17] are being organized 
to help support ecosystems of manufacturers [21] that 
cooperate to build asset bases of reusable components 
and rapid system development approaches aligned 
with a particular architecture.

It is sometimes difficult for manufacturers and 
regulators to use existing safety/security standards to 
adequately address the above development approaches 
and device/system characteristics. The primary 
medical device standards, such as ISO 14971 (risk 
management), ISO 13495 (quality management), 
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product line engineering concepts (e.g., as found 
in the ISO/IEC 26550 series) must be utilized in 
lifecycle processes for interoperable products and 
that these concepts should receive greater attention 
in medical device standards development efforts. 
Multi-organization development (including risk 
management and assurance), lifecycle activities 
that guide interactions between organizations, and 
integration and reuse of components at arbitrary levels 
of abstraction in the system hierarchy are additional 
concepts that need to be supported in interoperable 
product lifecycle processes.

Some justification for our proposed approach is 
that safety standards such as IEC 61508 and its 
specialization in the automotive domain ISO 26262 
use a development lifecycle approach for supporting 
conformity assessment for safety, where the flow of 
lifecycle activities indicates how many issues in the 
preceding paragraph should be addressed in a phased 
fashion as a product is developed.

The specific contributions of this paper are as follows:
•	 We discuss concepts for designing lifecycle 

processes for interoperable medical products that 
can guide standards development activities, design 
of regulatory guidance, and conformity assessment 
bodies in developing lifecycle process concepts for 
this space,

•	 We identify a general structure for individual 
lifecycle activities that we believe is useful for 
supporting conformity assessment of interoperable 
medical products,

•	 We illustrate why the presentation of 
lifecycle activities (which tend to follow a 
“waterfall” or “V-model” order in existing 
standards) may need to be presented in an 
alternative phasing to better support the 
topology of interoperable systems,

•	 We summarize aspects of managed reuse 
and product line engineering processes 
that should be considered to address 
medical application platform concepts.

This paper does not propose a specific set 
of lifecycle activities. Rather the goal is to 
raise awareness of issues that might guide 
the development of lifecycle approaches in 
current standards efforts such as the  

AAMI/UL 2800 interoperability safety/security 
standards family, the AAMI HIT 1000 series, 
and ongoing efforts in the international standards 
community to address interoperable products. This goal 
is similar in spirit to our earlier paper [15] on challenges 
and directions for addressing risk management in 
interoperable medical devices and systems.

LIFECYCLE STAGE STRUCTURE

As discussed in the introduction, lifecycle process 
descriptions are not prominently featured in medical 
device standards. ISO 13485 simply requires 
that the manufacturer “plan and develop the 
processes needed for product realization.” (Clause 
7.3.2). IEC 62304 requires the manufacturer to 
document “the PROCESSES to be used in the 
development of the SOFTWARE SYSTEM” and 
“the DELIVERABLES of the ACTIVITIES 
and TASKS” (Clause 5.1.1). Then, the majority of 
the normative content of IEC 62304 consists of 
requirements to include various activities within 
the documented processes. In this way, IEC 62304 
does not dictate a particular (set of) processes or 
development model, but it does require processes 
to be documented and it constrains the content of 
the processes (i.e., it requires certain elements to be 
included). This allows freedom for manufacturers to 
follow their own processes as appropriate for their 
products and organization, but it normalizes aspects of 
the processes deemed important for achieving safety 
and for supporting safety reviews.

We suggest that emerging interoperability standards 
take a similar approach to that of 62304 (require 

Figure 1: Interoperable product development lifecycle integration concepts
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For example, IEC 62304 lifecycle requirements do 
not adhere to the PRM in any significant way – they 

processes to be documented, don’t mandate particular 
processes, require certain activities to be accounted 
for in the documented processes). However, we 
advocate a more rigorous capture of activities, 
deliverables of each activity, and traceability 
between deliverables.

Figure 2 captures some of the important 
aspects of these suggestions based on the 
Process Reference Model (PRM) of ISO/
IEC 12207 (“Software Lifecycle Processes”) 
Annex B. The black non-italicized text of 
Figure 2 is taken from Annex B of 12207; our 
proposed concepts are captured in the purple 
italicized text. The ISO/IEC 12207 PRM 
indicates that each primary activity within a 
process should have its purpose (not shown) 
and outputs described. Outputs can include 
production of an artefact (e.g., a software 
requirements document, an integration testing 
plan), a significant change of state (i.e., a 
security source code vulnerability has been 
performed on the software and all found 
vulnerabilities have been removed), and 
meeting of specified constraints (e.g., release 
criteria for the software has been satisfied, 
testing has achieved coverage goals).

The extent to which existing medical and 
safety standards format their lifecycle activities 
according to the PRM varies significantly. Figure 2: Structure of presentation of lifecycle activity

http://www.coilcraft.com
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simply state tasks to be performed in each lifecycle 
phase (for example, see IEC 62304 Section 5.3 
Software Architectural Design). In contrast, Figure 3 
presents the template structure of ISO 26262 lifecycle 
phases, which illustrates a closer alignment with the 
PRM. ISO 26262-4 Section 7 System Design is a good 
example instantiation of the template, and it provides 
a nice point of comparison to the presentation style of 
a similar topic in IEC 62304 Section 5.3 mentioned 
above. For each subphase of the lifecycle phase (e.g., a 
“specification of the technical safety requirements” 
within the “Product Development: System Level” 
phase), the “Objectives” section provides a crisp 
statement of the subphase objectives (usually 2-3 
objectives, each written in 1-2 sentences). The “Inputs 
to this clause/Prerequisites” lists the ISO 26262 work 
products from other activities that are required for the 
current subphase (establishing dependences between 
subphases which partially constrains their temporal 
ordering). “Further supporting information” identifies 
other optional ISO 26262 work products that might 
inform the current subphase. The “Requirements 
and recommendations” has subsections that give the 
standard’s normative requirements for the different 
activities/tasks within the subphase. Finally, “Work 
Products” lists subphase outputs, i.e., the ISO 26262 
work products that the subphase initiates, extends, 
or completes (accompanied by clause numbers of the 
section that pertain to each work product).

While in the past it may have been considered 
“overkill” to adhere to the ISO/IEC 12207 PRM, 
there are several reasons why we advocate that 
emerging standards presenting lifecycle processes 

for interoperable systems adhere to an enhancement 
of the ISO/IEC 12207 PRM. First, we suggest an 
enhancement to include an explicit statement of inputs 
required for the activity (i.e., reflecting dependence on 
other activities) as done in ISO 26262 (see the section 
x.3.1 in Figure 3). The inputs would typically be work 
products that result from earlier activities, along with 
any other preconditions that need to be met before 
the current activity could be carried out. In addition, 
Figure 2 indicates that the work products produced 
should be explicitly listed among the outputs of each 
activity. Other explicitly identified outputs might 
include the specific system element be addressed 
(e.g., the item, component, system, etc.) along with 
assurance case elements (discussed later).

It may be useful for the standard being developed to 
provide a summary enumeration of the various work 
products or information content that is expected 
to be produced and controlled across all of the 
development lifecycle phases. This is the approach 
taken by AAMI/UL 2800-1 (see Annex C) which 
also states traceability relationships between the 
artifacts. Some work products will be proprietary 
to the manufacturing organization (e.g., planning 
documents or the details of risk analysis) and 
evaluated during the conformity assessment process. 
Other work products (i.e., interface specifications, risk 
management summaries, or qualifying tests) will be 
disclosed to other organizations that use the product 
(e.g., as in AAMI/UL 2800-1 disclosures – see Annex 
D, or information needed to support IEC 80001 
Responsibility Agreements).

Explicit statement of input and output work products 
is more important in the interoperability space due 
to the need to coordinate the exchange information 
between organizations; the input to an activity carried 
out by one organization may depend on a work product 
produced by another organization (e.g., risk analysis 
of a component being produced may depend on 
error propagation risk analysis of a platform that the 
component is being deployed on or that of a service 
component being relied on by a present component, 
design of a component’s interoperability interface 
may depend on an interfacing specification of another 
component with which it intends to interoperate). 
Hand-offs of information between organizations is 
a theme of both AAMI/UL 2800‑1 (referred to as 
Disclosures – Annex D) as well as AAMI HIT 1000-1. 

Figure 3: Structure ISO 26262 clauses for lifecycle processes
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It is important to note that in many standards that 
present lifecycle processes, it is explicitly noted that the 
activities/tasks within the stated processes can occur 
in any order (or in parallel) as long as the dependences 
between the activities are observed. Thus, this relaxed 
order approach accompanied by an explicit statement 
of inputs and outputs allows manufacturers to map the 
required activities on to their own processes in a flexible 
way while achieving the rigor indicated by the input/
output dependences.

Assurance cases are increasingly being required by 
standards as a means to provide arguments supported 
by objective evidence that a product achieves its 
assurance goals. The explicit argument structure of 
assurance cases aims to make a manufacturer’s product 
assurance presentation easier to understand and 
evaluate in conformity assessment. AAMI HIT 1000-
1 recognizes the additional utility of assurance cases for 
communicating product assurance properties between 
different stakeholders (e.g., a component manufacturer 
provides an assurance case for the component to an 
organization integrating the component into a HIT 
system). The component assurance case is incorporated 
into and used to justify the HIT system assurance 
case (see AAMI HIT 1000-1 Section 6 Figure 3). 
Similarly, AAMI/UL 2800-1 requires release criteria 
(see AAMI/UL 2800-1 Annex F) to be specified 
to summarize the primary assurance claims about a 
product. Accordingly, when designing process activities 
for interoperable products, it seems useful to consider 
how each activity contributes to the product assurance 
case (either in producing part of the argument claims 
or, as is more often the case, producing objective 
evidence for previously established claims).

ISO/IEC 15026-1 Systems and software engineering 
Systems and software assurance Section 9 states the 
following:

Management of life cycle activities includes handling both 
the activities directly involving the assurance-related 
information and the effect that the assurance-related 
information has on other activities. This management is 
best performed when the top-level claims are considered 
from the beginning of concept development, used to 
influence all activities and systems [...] and became an 
integral part of the overall engineering process. These 
activities could all be done only if the system and the body 
of information showing achievement of those claims were 
being developed concurrently.

That is, ISO/IEC 15026-1 argues that assurance cases 
should be built incrementally throughout the lifecycle. 
To support this approach, when defining lifecycle 
activities for interoperable products, we advocate some 
explicit accounting of the portions of an assurance 
case that are produced as an outcome of carrying out a 
lifecycle activity (see bottom right of Figure 2). 

Additional concepts beyond those listed in Figure 2 
may prove important. For example, it might be 
useful to explicitly list possible cross-organization 
interactions (categorized according to stakeholder 
type) needed to carry out an activity.

TOPOLOGY-ORIENTED LIFECYCLE FLOW

In [14], we noted that existing medical device 
standards often adopt a simple “topological 
vocabulary” to describe the abstract architecture of 
a medical product. For example, IEC 62304 uses 
the term software item to refer to “any identifiable 
part of a computer program”, and then has terms for 
the special cases of software system (an “integrated 
collection of software items organized to accomplish 
a specific function or set of functions” – note that the 
software system itself is a software item) and software 
unit (a “software item that is not subdivided into other 
items”). ISO 26262 uses the term item to indicate the 
units to which conformity assessment will be applied 
(i.e., items may have further internal structure, but 
if internal elements are not treated separately in the 
conformity assessment process then the item is not 
further decomposed into sub-items). These terms 
are also used to indicate the granularity at which 
development lifecycle processes are described, e.g., the 
development phases recognized by AAMI/UL 2800-1 
include the “(software) item development phase”, and 
the “(software) item integration phase”.

We discussed in [14] that documenting and planning 
for hierarchical/containment relationships is made 
more challenging in modern medical systems because 
a product may be conceived as an interconnected 
collection of constituent sub-products, but the product 
itself may be incorporated as a component in a larger 
product context – sometimes in ways that were not 
anticipated when the product was produced. In 
some cases, these notions can be understood using 
concepts related to “systems of systems”, nested to an 
arbitrary depth. Accordingly, topological vocabulary for 
interoperable products needs to be recursive in nature 
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to support the characterization of products with nesting 
of interoperable components to an arbitrary depth – 
enabling what may be considered a “system” at one level 
to be viewed as a “component” at another level. 

We, therefore, suggested [14] that for conformity 
assessment purposes, the term interoperable item or 
simply item be used for an interoperable product that 
is either (a) a unit element with respect to assessed 
interoperability (i.e., it is not decomposed further into 
interoperable components) or (b) it is an integration 
of interoperable items with a specific purpose (e.g., it 
is an integration of interoperable components to form 
an interoperable medical system). Notice that this 
definition of item is recursive: an item can include 
(sub)-items, which in turn can include other items to 
an arbitrary level of nesting. 

Conventional presentations of development models 
such as the V-model, even though they may actually 
support decomposition to an arbitrary depth, tend 
to emphasize two levels: a component level and a 
system level, where the complete functionality to be 

assessed for safety is known at the system level. Based 
on the reasoning presented above, we believe that for 
interoperable products it is more effective to take a 
slightly more abstract approach and present lifecycle 
development activities in terms of “item development” 
(where the item may be occurring at an arbitrary level 
in an architectural hierarchy) and then consider as 
options in the lifecycle activity descriptions the special 
cases where an item is either comprised of (sub)-items 
or is a unit (no further decomposition). This contrasts 
with the approach of IEC 62304 (see Section 5) 
which organizes activities in terms of software units 
and the software system as a top-level concept (i.e., 
IEC 62304 does not emphasize a recursive structure, 
though a careful reading and creative interpretation 
could accommodate it).

Figure 4 presents one possible arrangement of lifecycle 
activities that follow the recursive structure of the 
interoperable item concept described above. Several 
important activities such as planning, etc. do not show 
up explicitly here because the intent for this diagram 
is to emphasize the key activities of specification, 

Figure 4: Lifecycle activity flow oriented to abstract interoperable product topology
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implement/realization, and assurance. The outer level 
of the diagram presents item development activities. 
In the case where an item is an interoperable unit, the 
inner (sub)-item integration activities are not relevant. 
However, when the item is comprised of sub-items, 
then the inner item integration activities are followed.

Note that in interoperable products, getting things 
to “plug together correctly and talk to each other” 
is often viewed as an engineering activity distinct 
from the concept of integrating components to 
achieve some combined system functionality. For 
example, one may simply aim to get an interoperable 
product communicating with a hub or platform 
without concern to the medical use case (system 
purpose); indeed, there may be multiple medical use 
cases supported by the connected components. The 
suggested treatment of item integration activities 
(right bottom of Figure 4) as a first-class concept 
rather than just a subactivity of “system integration” 
supports these observations.

Within the item development activities, a 
concept activity and a specification activity lead 
to the development of a specification of an item’s 
interoperability capabilities and associated safety and 
security properties. This includes the conventional 
concept phase (e.g., see IEC 61508-1 Table 1 and 
ISO 26262-3) notions of gathering user needs and 
requirements engineering, but it places a greater 
emphasis on specifying the interface architecture of the 
product and decomposing requirements to contracts 
(interaction constraints) on interfaces. In addition, risk 
analysis information should also be captured on (or 
traced to) product interfaces to enable integrators of the 
product to leverage the risk analysis and risk controls of 
the product. As noted above, the item implementation 
phase consists of two cases – the case where the item is 
a unit or the case where the item consists of sub-items. 
In either case, the goal of the implementation phase is 
to produce a product whose behavioral properties and 
functional safety characteristics conform to the item 
specification. The item assurance activity demonstrates 
that an item implementation meets its specification. 
Ideally, the demonstration is supported by structured 
arguments and objective evidence in the form of an 
assurance case.

Within the item integration activities, a concept for the 
integration and an engineering-oriented architecture 

description for the internal interoperability contained in 
the item is developed. This includes developing testing/
verification plans for the integration of the sub-items. 
Sub-items may originate within the manufacturing 
organization of the item or they may be acquired 
from external sources. In the case of an externally 
sourced item, information exchange between the 
item manufacturer and the sub-item manufacturer is 
necessary. Internally sourced sub-items are developed 
by recursively following the item development activities. 
In both cases, confirmation that the sub-items meet 
their specifications and that the specifications align with 
the integration specification of the enclosing item is 
necessary, but this is especially important for externally 
acquired sub-items due to the greater potential for 
misalignment of specifications when products cross 
organizational boundaries. Finally, the integration 
assurance activity demonstrates that interactions 
between sub-items can be carried out as required by 
the integration specification. As with item assurance, 

http://www.nrdstaticcontrol.com
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this demonstration is ideally supported by arguments 
and objective evidence in the form of assurance case 
elements. The elements of the assurance case presented 
in the integration activity may be incorporated into the 
assurance case for the enclosing item.

PRODUCT LINE AND REUSE PROCESSES

When a manufacturer designs a component such as a 
medical device for interoperability, an implied goal is 
that the component should be (re)usable in different 
system contexts. This is especially true in the platform 
approach to system development, in which domain-
relevant infrastructure and services are also designed 
for reuse across multiple system contexts. The software 
and systems engineering communities have developed 
lifecycle processes and development paradigms that 
specifically target planning and designing for reuse as 
an activity that is distinct from developing a specific 
application/system from a collection of reusable assets 
(see, e.g., [4], [31]).
•	 Activities associated with planning for reuse and 

developing reusable platforms and components are 
typically referred to as domain engineering. These 
activities are typically undertaken by a manufacturer 
of a platform or by a consortium of manufacturers 
that jointly agree to cooperate to build a platform 
and to contribute to the collection of reusable assets.

•	 Activities associated with using those reusable assets 
to develop a specific system are called application 
engineering.

Unfortunately, the distinction between domain 
engineering and application engineering is not 
explicitly recognized in most safety standards, 
including those within the medical device community. 
As one example of the many gaps that this leaves, 
the absence of such standard content means there 
are no standard guidelines for performing hazard 
analysis, designing risk controls, or developing 
assurance arguments for platform components that 
by themselves have no specific medical intended 
use, but would benefit from having these tasks done 
once and for all and then shared and instantiated in 
system integration activities across different products 
built within the platform. In addition, the regulator 
pathway for systematic reuse of platform assurance is 
currently not clear – leaving regulators in doubt as to 
how much “credit” should be given for a previously-
used and regulatory-approved platform. Moreover, 
manufacturers and regulators are unclear about 
processes to be followed to ensure that platforms 
assurance is being reused properly and not “mis-
reused” in a manner that would lead to safety/security 
problems (See Section 6 in [16]).

Figure 5: Structure of presentation of lifecycle activity
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Figure 5 (inspired by diagrams of [31]) illustrates 
the distinct processes of domain engineering and 
platform engineering. Domain Engineering processes 
are associated with planning for reuse including the 
development of a platform and its associated reusable 
asset base. The family of systems to be built using the 
reusable assets is called the product line. Within the 
product line, some system components and functions 
will remain the same across all systems. For example, 
for a product line associated with a particular medical 
application platform [11], all systems might be built 
using the same middleware, the same communication 
hub, the same process for defining interfaces, etc. 
These are called the product line commonalities. On 
the other hand, the systems may differ according to 
the specific medical devices they include, the specific 
application logic, the specific intended use, etc. These 
are called the product line variabilities. The systematic 
documentation of the commonalities and variabilities 
of a product line is referred to as the variability model 
of the product line. In the interoperability context, 
the points in an architecture at which systems can 
vary are typically the points where interoperability is 
designed. For example, to enable the platform to easily 
support varying sets of medical devices across different 
systems, the platform will be designed to support 
network-based interoperability interfaces for medical 
devices that enable medical devices to be plugged and 
unplugged from the platform.

We argue that adequately addressing safety and 
security in the context of platform-based reuse and 
interoperability depends on clearly distinguishing the 
above concepts in lifecycle activities.

One important justification for this point of view 
stems from the fact that application engineering 
directly aligns engineering activities with a system’s 
medical intended use – and the intended use drives 
the identification of safety/security-related hazards 
associated with the intended use as well as much of 
the top-down risk management process. These “single 
system intended use” concepts connect easily with 
the processes and goals of existing medical safety 
and risk management standards. In contrast, domain 
engineering involves planning for not just one system 
with a single intended use, but an entire family of 
systems with possibly different intended uses that may 
eventually incorporate the reusable components or 
infrastructure. Keys aspects of domain engineering in 

a safety/security-critical context include (a) identifying 
the scope of system intended use across many possible 
systems, (b) within this scope, identifying generic 
forms of hazards associated with system contexts and 
generic forms of faults that arise from the platform and 
component infrastructure, (c) designing and assuring 
architectural approaches and safety services that 
provide general fault identification, fault containment, 
fault notification, and mitigation solutions, and (d) 
defining methods and processes by which these general 
safety/security-related approaches are instantiated so 
that the previously generated generic assurance can be 
reused in the context of a specific system.

A second important argument for explicit domain 
engineering and variability modeling is that it is 
typically the variabilities in a product line that lead to 
unanticipated emergent properties as different systems 
are built. For example, if a common middleware or 
hub is used across all systems, that middleware can be 
tested once and for all and the assurance that specific 
communication capabilities are supported can be 
reused. However, when the middleware is configured 
with various medical devices or applications in 
different systems, one must be careful to assess 
whether unanticipated interferences between devices 
and applications arise and contribute to hazardous 
situations related to the overall system behavior. In 
particular, the domain engineering safety analysis 
process should seek to analyze the variability model 
to determine the possible ways in which unanticipated 
interferences might arise in different system variations 
and to design architectural and implementation 
approaches for the platform that either eliminate 
or notify of unanticipated inferences via dynamic 
checking. Here are some example strategies (that 
vary according to assurability and effectiveness of 
controls): the middleware may be designed to ensure 
that communication associated with one device doesn’t 
interfere with that of other devices, the possible 
combinations of devices could be constrained (i.e., the 
variability reduced) by whitelisting individual devices 
or sets of devices that can be used together, the current 
communication latencies on the network could be 
monitored dynamically to raise an alert if the quality-
of-service requirements for application-to-device 
communication are not being satisfied, etc.

In the standards context, simple notions of reuse 
processes are presented in Clause 7.3 Software Reuse 
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Processes of ISO/IEC 12207, which defines three 
different lifecycle processes that address many of 
the aspects of domain engineering described above: 
7.3.1 Domain Engineering Process,7.3.2 Reuse 
Asset Management Process, 7.3.3 Reuse Program 
Management Process. A much more expansive 
presentation of product line and reuse concepts is 
given in the ISO/IEC 26550 series. Neither of these 
sources addresses safety and security issues, nor are 
they oriented to conformity assessment. However, 
they provide valuable standardized content that can 
form the basis of introducing (a) standardized lifecycle 
concepts for interoperability-based reuse and medical 
application platforms and (b) safety and security 
concepts within product line development.

We advocate that lifecycle concepts in the previous 
sections (in particular, those sketched for item 
development/item integration) be complemented 
by and linked to standardized lifecycle activities, 
artifacts, and assurance objectives for platform-based 
interoperable medical systems, drawing on the existing 
standard sources above for resources. In some areas 
in this space, there is already a good foundation of 
work. For example, Habli, Kelly, Oliveira, Braga, 
Papadopoulos, and colleagues have a sustained line of 
research related to safety analysis and assurance cases 
in the context of product lines and platform-based 
development (e.g., see [9], [6], [5]).

GOALS FOR DEVELOPMENT OF  
LIFECYCLE PROCESSES FOR  
INTEROPERABLE MEDICAL DEVICES

In this section, we summarize the discussions in 
previous sections in a list of goals for the development 
of lifecycle processes for interoperable medical 
products. Not all of these issues need to be addressed 
in detail in the specification of process steps; notes, 
rationale, and other forms of guidance may be used  
to lead stakeholders to fully explore/address 
supporting issues.

Presentation of Process Phases

•	 Consider a presentation of lifecycle stages that 
explicitly identifies information (work products) 
that are produced in the process of carrying out 
stages. Indicate how specific clauses/tasks contribute 
to (initiate, extend, complete, etc.) specific work 
products (consider ISO 26262 as an example).

•	 Consider a presentation of lifecycle stages that 
explicitly captures work product inputs and 
outputs to clarify dependences between stages and 
information that may flow across organizations. 
Link work products to disclosures and responsibility 
agreements that indicate the sharing of information 
across organizations.

•	 Consider a presentation of lifecycle stages that 
explicitly identifies assurance case elements (claims, 
evidence) planned or produced in each stage. Tie 
work products to evidence needed to support claims 
in assurance cases.

Architecture Issues

•	 Support the organization, flow, and decomposition 
of lifecycle stages with vocabulary appropriate for a 
high-level description of topological relationships 
between products in an interoperable medical system 
[14]. The vocabulary should enhance the conventional 
notions of software system and item, as presented in 
IEC 62304. Organize lifecycle stages for products 
and their decomposition based on that vocabulary.

•	 Ensure that lifecycle stages and flows are presented 
in such a way that enable products to be addressed 
at an arbitrary level of an architectural hierarchy 
(e.g., supporting notions of systems of systems and the 
idea that when a product is released there may be 
no way of knowing how deeply it will be nested in a 
broader interoperable medical system context).

•	 Incorporate steps leading to the development of 
a detailed architecture description that captures 
the details of interoperability interfaces and the 
structure of internal interoperability in terms 
of architecture views (e.g., as presented in ISO/
IEC/IEEE 42010). Consider concepts from the 
architectural views defined in ISO/IEC 10746 
standard series on the Reference Model for Open 
Distributed Process (RM ODP) [27].

•	 For platform-oriented products [11], [18], [3], 
[30], incorporate steps leading to the notion of a 
reference architecture [31, Chapter 11], and steps 
for establishing traceability from products that 
are instantiations of the platform to the platform 
reference architecture.

•	 Work to identify and normalize patterns of 
interaction between interoperable products 
(e.g., [33], [27, Section 4.4], so that process steps 
related to interaction risks, behavior specification, 
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and testing can speak to interaction types with a 
shared understanding of those interaction types 
across stakeholders.

•	 Incorporate steps that decompose system/product 
requirements down to interface contracts that 
capture constraints on interactions between 
products and indicate the behavior of a product’s 
interoperability functions and interface-related risk 
controls. Consider incorporating guidance on using 
behavioral interface specification languages [13], 
[26] to precisely capture interaction constraints.

•	 Incorporate consideration of design and risk control 
principles that use resource partitioning (e.g., the 
emerging use of micro-kernels and hypervisors 
[3], [10]) and safety architectures [25] to avoid 
unanticipated interference and emergent properties 
when individual products are integrated to form a 
system (an idea that goes back almost forty years to 
the foundational work of Rushby [35]).

•	 Provide guidance on the use of architectural 
modeling to more precisely characterize medical 
product architectures (e.g., [12]).

Risk Management Issues

Some of the biggest needs are to help the community 
develop a better awareness of how the proliferation 
of interoperable products will necessitate risk 
management activities to be distributed across 
organizations [15] and how to address products that 
may not have a specific medical purpose. Better 
descriptions of lifecycle processes for interoperable 
medical products can clarify how distributed risk 
management tasks are interleaved with other tasks 
through the product lifecycle.
•	 Include steps that address the development of 

product medical purpose and technical purpose as well 
as the product’s role in supporting interoperability 
(i.e., one needs to move beyond the conventional 

http://www.amta.org
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and limited focus on a product’s medical intended 
use – an infrastructure product may not have a 
specific medical purpose, but will be (re)used 
in system(s) with medical purposes – which 
necessitates risk management of the incorporated 
infrastructure product). Such information should 
feed into an expanded version of the product’s 
intended use description as required in ISO 14971 
Section 4.2.

•	 Include steps that specify the boundaries of 
the product and the scope of the product risk 
management in terms of the product’s architecture 
description and variability model.

•	 Include steps that support risk analysis (including 
various forms of hazard analysis) for an interoperable 
product to be performed by the product 
manufacturer and then results shared (e.g., focusing 
on risk-related aspects of the interoperability 
interfaces) to other organizations that integrate 
the product into an interoperable medical system. 
Tie the interface-related risk analysis information 
to interoperability interfaces as documented in the 
product’s interoperability architecture description. 
Include steps that help evaluate the extent to which 
some risk information may be held as proprietary 
while ensuring that information needed by 
integrators is not omitted in sharing.

•	 Include steps guiding system manufacturers in 
the use of the risk analysis results of incorporated 
subproducts, the assessment of the completeness and 
trustworthiness of those results.

•	 Include guidance that aids stakeholders to develop 
a common understanding of common faults 
and errors associated with interoperability and 
variability mechanisms. Provide guidance on how 
these notions might drive bottom-up risk analysis of 
interoperable products and their integration.

•	 Include steps leading to the identification of the 
product’s contribution to risk controls. In the case 
of platform infrastructure, this may include partial 
elements of risk controls (e.g., mechanisms for 
monitoring the timely delivery of data) that are then 
integrated with application-specific risk controls 
(e.g., monitoring data delivery information to ensure 
that a particular control signal for actuation of a 
patient’s state is carried out in a timely fashion, 
where the acceptable latencies are determined by the 
application requirements).

•	 Include steps leading to the identification of how 
an interoperable system’s risk controls may be 
dependent on the risk controls of subcomponents 
and the assessment of the reliability specification 
of the subcomponent risk controls upon which the 
system depends.

•	 Include steps that lead to an assessment of how 
all the different variabilities within a product 
(as indicated by its architecture description and 
variability specification) are addressed in the risk 
management process.

•	 Include guidance on how risk analysis and risk 
control information may be captured in or traced to 
the interoperable product’s architecture description 
[32], [24].

•	 Provide an approach that either integrates safety 
and security risk management into a unified 
risk management process or that clarifies the 
dependences and information flow between 
distinct safety risk management and security risk 
management processes.

•	 Develop steps to ensure the trustworthiness and 
integrity of the shared risk management information 
(e.g., in the presence of product evolution/updates –  
the update cycle of the system may proceed at 
a different tempo than the update cycles of the 
incorporated interoperable products).

Quality Management Issues

•	 Includes steps leading to how safety management for 
the interoperable product and all of its variabilities 
is linked to quality management goals (e.g., in 
ISO 13485 Section 5).

•	 Includes steps leading to appropriate defect 
reporting and monitoring for interoperable products, 
tied to the architecture description and variability 
specification of the interoperable product. This 
includes a “reporting out” to stakeholders that may 
include the product and monitoring of reports from 
manufacturers that supply constituent products on 
which the interoperable product depends.

•	 Includes steps linking the planning of the 
development process (e.g., in ISO 13485 Section 7) 
to the development of interoperability architecture 
descriptions, the planning of assurance case 
construction, the tracking of shared risk management 
information, and other aspects distributed 
development issues as discussed previously.
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Assurance Case Construction

•	 Includes steps throughout the development lifecycle 
(as suggested by ISO/IEC 15026-1 Section 9) 
leading to the planning of assurance case structures, 
the development of assurance case claims, and 
construction of objective evidence supporting  
those claims. Tie the production of evidence to the 
work products indicated in lifecycle stage inputs  
and outputs.

•	 While AAMI HIT 1000-1 indicates that 
assurances cases may be used to share safety/
security-related information between stakeholders 
in integrated medical systems, this may create 
tension with a manufacturer’s need to protect 
proprietary information. Develop concepts that help 
manufacturers identify assurance case elements that 
need to be disclosed versus information that may be 
kept private.

•	 Distributed development of assurance cases for 
interoperable products (especially across multiple 
organizations) inevitably leads to the need for 
a manufacturer to explicitly identify (a) that 
specifications/assumptions about other products 
that the product under consideration is relying on 
and (b) the guarantees that a product is providing 
to other products that incorporate it. Lifecycle 
processes should include steps that explicitly 
identify these assumptions/guarantees (and ties to 
the notion of Information for Safety in ISO 14971), 
the representation of assumptions/guarantees in 
assurances, and steps that ensure that assumptions 
made by products are discharged (i.e., guaranteed 
satisfied) when products are composed into a system 
(see [19], [20], [7], [34]). The notion of “safety 
element out of context” in ISO 26262-10 Section 9 
may also provide inspiration.

For further discussion of assurance case considerations 
in interoperable medical systems see [37], [23]. The 
work of Birch al. on assurance case structures for 
ISO 26262 may also be useful [2].

Product Line Concepts

The overarching challenge for this topic is that both 
product line process concepts and safety process 
concepts are very well-developed, but to date there has 
been very little integration of the two in general (and 
almost no integration in medical product domain). 
Therefore, the primary objective can be simply stated: 

take product line processes and inject into them the 
different process concerns from the medical space 
including quality management and risk management 
(for both safety and security).
•	 Synchronize medical domain product topology 

vocabulary [14] with vocabulary from the product 
line space including reference architecture, 
variability model, commonalities, variabilities, and 
product instances.

•	 Assess how concepts from each medical 
development lifecycle phases such as concept, 
requirements, design, implementation, verification 
& validation, etc. should be generalized to obtain 
domain engineering activities in which one is 
aiming to address not a single product but a family 
of products.

•	 Include lifecycle steps that establish refinement and 
traceability links between a product line reference 
architecture and the architecture of a product 
instance. Include steps that address criteria for the 
domain engineering assets (e.g., risk management 
and assurance artifacts and results for the generic 
product family) to be instantiated and reused in a 
particular product. Specifically, platform assurance 
must not be reused in situations where that is not 
warranted – one must show that a product properly 
aligns with a platform before reuse of platform 
assurance is appropriate.

•	 Develop specific risk analysis techniques for reusable 
assets that can address the issue that a specific 
intended use may not be known.

•	 Develop steps leading to the development, 
specification, and verification of general-purpose 
risk controls in platform infrastructure and 
appropriate instantiation/configuration of those 
controls for product instances.

CONCLUSION

This paper has argued that including content related to 
interoperable product development lifecycle activities in 
emerging standards on interoperability can be a useful 
means to convey to manufacturers and conformity 
assessment bodies how cross-cutting issues (currently 
addressed independently in separate standards) such 
as quality management, risk management, usability, 
security controls, architecture specifications, cross-
organization information disclosure, and assurance 
arguments/evidence should be integrated to address 
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safety and security of interoperable components, 
systems, and reusable platform-based infrastructure. 
This paper has focused on development lifecycle 
issues, but clearly other lifecycle dimensions across the 
entire use lifecycle such as deployment, operation, and 
maintenance need to be addressed.

We have identified several issues that interoperability 
standards development activities should consider 
carefully:
•	 Presenting lifecycle activities in a manner that 

supports the interoperability challenges including 
(a) more deliberate tracking of information and 
work products and dependences that arise between 
activities and organizations due to production/
consumption of work products, and (b) increased 
emphasis on incremental production of assurance 
case content throughout lifecycle activities;

•	 Rethinking the phasing and flow of lifecycle 
activities to better accommodate the recursive 
structure of solution topologies as things trend more 
towards “systems of systems”;

•	 Explicitly incorporating notions of domain 
engineering and product line engineering to support 
significant trends to platform-based engineering 
approaches to medical systems.

Throughout the discussions, we have indicated 
existing standards content in other domains that may 
be useful as resources for developing lifecycle-related 
normative content and conformity assessment concepts 
for interoperable medical products. 

This work was supported in part by the U.S. National 
Science Foundation (NSF) FDA Scholar-in-Residence 
award CNS 1565544.
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By Kenneth Ross

the responsible in-house and/or outside personnel 
coordinate closely over strategy in both areas. 

CPSC REGULATIONS REGARDING LITIGATION

The Consumer Product Safety Act (CPSA), section 
15(b), requires manufacturers, importers, distributors, 
and retailers notify the CPSC immediately if they 
obtain information that reasonably supports the 
conclusion that a product distributed in commerce: 
1) fails to comply with a consumer product safety 
standard, rule regulation, or banning regulation; 
2) fails to comply with any other rule, regulation, 
standard, or ban under this chapter or any other Act 
enforced by the Commission; 3) contains a defect 
that could create a substantial product hazard to 
consumers; or 4) creates an unreasonable risk of 
serious injury or death.

The most important basis for reporting to the CPSC is 
section 15(b)(3), which requires reporting if there exist 
both a defect and the possibility of a substantial product 
hazard. The first question is whether a product has a 
defect. Under section 15(b)(3), a product without a defect 
is not necessarily subject to the reporting requirements 
even if injuries occur. Many products are reasonably safe 
and are not defective, but people still get hurt. 

The CPSC regulations say that the term “defect” used 
in this section is not necessarily the same as the term 
“defect” as interpreted in product liability law. But the 
CPSC regulations require product liability in general 
to be considered in connection with a determination of 
whether a product is defective. They say:

“In determining whether the risk of injury associated 
with a product is the type of risk which will render 
the product defective, the Commission and staff will 
consider, as appropriate: …. the case law in the area 
of products liability; and other factors relevant to the 
determination.” (Emphasis added) 

16 CFR §1115.4

Product liability litigation and regulatory 
activities in the U.S. and elsewhere often become 
intertwined. Product liability claims and lawsuits 

can generate investigations by the government and 
recalls. And, on the flip side, investigations and recalls 
can generate product liability and other lawsuits and 
contribute to findings of liability. 

Reporting a safety issue to the government and 
undertaking a recall can certainly make defending a 
product liability case much harder. And, while it doesn’t 
amount to absolute liability, reporting and recalling a 
product, at a minimum, increases the interest of plaintiff ’s 
attorneys and can serve as the basis for a plaintiff ’s verdict 
and possible award of punitive damages. 

As a result, plaintiff ’s lawyers and their retained experts 
can try to use the government as leverage to force a recall 
or use the argument that the manufacturer should have 
reported to the government who would have most likely 
forced a recall. And, on the other side, the government 
can argue that a product liability lawsuit or expert’s 
opinion triggered a duty to report, and that the company’s 
failure to report in a timely fashion should result in a fine. 

The U.S. Consumer Product Safety Commission 
(CPSC) has various regulations requiring 
manufacturers to consider what goes on in litigation 
in determining whether a report needs to be filed with 
them about a potential safety problem. The increased 
risk of being sued in product liability and increased 
need to report to U.S. and foreign government agencies 
has made product safety regulatory compliance a very 
complex and risky global endeavor.

The result of this increased complexity is that 
companies who sell regulated products are well advised 
to coordinate claims and litigation management 
and regulatory compliance, either by using the same 
law department personnel or by at least having 

mailto:kenrossesq@gmail.com
http://www.productliabilityprevention.com
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The factors contained in these regulations track pretty 
closely the factors that a jury must consider when 
performing a risk-utility analysis to determine if a 
product is defectively designed.

The regulations also require that the firm consider the 
following to determine whether there is a substantial 
product hazard: 
1)	 Information about engineering, quality control, or 

production data
2)	 Information about safety-related production or 

design change(s)
3)	 Product liability suits and/or claims for personal 

injury or damage
4)	 Information from an independent testing 

laboratory
5)	 Complaints from a consumer or consumer group

16 CFR §1115.12(f)

Therefore, plaintiff ’s expert’s opinions, articles in 
consumer magazines, or reports by testing laboratories 
indicating that your product failed some voluntary 
testing protocol could serve as a basis for reporting to 
the government and recalling your product. 
 
The regulations make it clear that the reporting 
company may deny that its product is defective when it 
reports. Therefore, while the manufacturer can submit 
a report and deny that the product is defective and 
creates a substantial product hazard, or deny that the 
defect creates an unreasonable risk of serious injury 
or death, the fact that a report was made might be 
admissible in a trial to support an expert’s opinion. 
And, at a minimum, the manufacturer would have to 
explain why it reported and recalled the product if it 
wasn’t defective or had a substantial risk of injury. 

Another ground for reporting is if the product 
presents an unreasonable risk of serious injury or death 
(section 15(b)(4)). This regulation does not require that 

a product be defective before a reporting responsibility 
arises. However, for such reports, the regulations 
require firms to consider “reports from experts, 
test reports, product liability lawsuits or claims, 
consumer or customer complaints, quality control 
data, scientific or epidemiological studies, reports of 
injury, information from other firms or governmental 
entities…” The regulations then go on to say: 

“While such information shall not trigger a per se 
reporting requirement, in its evaluation of whether 
a subject firm is required to file a report under the 
provisions of section 15 of the CPSA, the Commission 
shall attach considerable significance if such firm 
learns that a court or jury has determined that one of 
its products has caused a serious injury or death and a 
reasonable person could conclude based on the lawsuit 
and other information obtained by the firm that the 
product creates an unreasonable risk of serious injury or 
death.” (Emphasis added)

16 CFR §1115.6(a)

It is interesting that this regulation makes it clear 
that it will attach “considerable significance” to a 
plaintiff ’s verdict in a product liability case, although 
it specifically says that it is not a per se reporting 
requirement. The manufacturer and possibly the 
CPSC will need to decide what that language means 
in the context of making a matter reportable. And it 
is interesting that this language only applies to the 
“unreasonable risk” reporting requirement and not the 
one based on defect and substantial product hazard. 

The last section of the CPSA dealing with litigation 
is section 37. This section requires manufacturers of 
consumer products to report information about settled 
or adjudicated lawsuits if:
•	 A particular model of the product is the subject of at 

least three civil actions filed in federal or state court;
•	 Each suit alleges the involvement of that particular 

model in death or grievous bodily injury—

The factors contained in these regulations track pretty closely the 

factors that a jury must consider when performing a risk-utility 

analysis to determine if a product is defectively designed.
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mutilation or disfigurement, dismemberment or 
amputation, the loss of important bodily functions 
or debilitating internal disorder, injuries likely to 
require extended hospitalization, severe burns, 
severe electric shock, or other injuries of similar 
severity; and

•	 During a two-year period specified in the law, 
each of the three actions results in either a final 
settlement involving the manufacturer or in a court 
judgment in favor of the plaintiff

15 U.S.C. 2084

The CPSC’s regulations discuss the Commission’s 
view on the timing of section 15(b) and 37 reports 
when they say:

“…in many cases the Commission would expect to 
receive reports under section 15(b) long before the 
obligation to report under section 37 arises since firms 
have frequently obtained reportable information before 
settlements or judgments in their product liability 
lawsuits.” 

16 CFR §1115.7

So, the CPSC makes it clear that a manufacturer does 
not need to wait for a settlement or an adjudication by 
a jury saying that its product is defective before they 
should report. 

And lastly, the regulations state that information from 
outside the U.S. must also be considered. Therefore, 
foreign incidents must be considered and could create 
a reporting responsibility to the CPSC, even if no 
incidents occurred in the U.S. 

And in these foreign countries where incidents 
have occurred, their laws concerning reporting 
requirements are different. Therefore, a duty to 
report to these foreign governments and undertake a 
recall could be triggered well before litigation in that 
country or in the U.S. is commenced. In addition, if 
litigation occurs outside the U.S., the manufacturer 

would have to consider the facts of the occurrence and 
any judge’s or expert’s opinion (there are generally no 
jury trials outside the U.S.) concerning the reason for 
the incident in determining whether there is a duty to 
report to the CPSC. 

WHAT DOES THIS MEAN?

These CPSC regulations can create substantial 
confusion as they relate to the effect of litigation on 
the duty to report. 

Let’s say that there are incidents and the company 
investigates and determines that there is no defect in 
the product thus not creating any basis to conclude 
that the incident was caused by the product. In that 
case, there should be no duty to report. 

Then, a lawsuit is filed, and an allegation is made 
that the product is defective and caused the injury. 
Does that create a duty to report? I don’t think so. 
If it did, then every lawsuit would trigger a report. 
Next, a plaintiff ’s expert issues an opinion saying that 
the product is defective and that this defect caused 
the incident. Now is there a duty to report? If the 
manufacturer hires a defense expert who reviews the 
report, sees the product, and then issues an opinion 
disagreeing with the plaintiff ’s expert, I would say 
no. Many things are going on during discovery and 
there are going to be several competing opinions and 
a dispute over whether the product is defective and 
caused harm. Still, I think there is a good argument 
that there is no duty to report. 

But the plaintiff ’s expert could send their report 
to the CPSC and argue that the product should 
be recalled. And, as a result, the CPSC could 
initiate an investigation and ask the manufacturer 
to justify why the product should not be recalled. 
They might conclude that a report was triggered, 
and a recall is appropriate based merely on the 
plaintiff ’s expert report. This seems inappropriate, 

The CPSC makes it clear that a manufacturer does not need to wait 

for a settlement or an adjudication by a jury saying that its product 

is defective before they should report. 
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Upcoming Events

August 3-21
IEEE EMC+SIPI Virtual Event

August 4-6
International Microwave Symposium (IMS) 2020

August 11
Ground Resistance Training

August 17-19
Fundamentals of Random Vibration and Testing 
with HALT, HASS, ESS and Fixture Design

August 26
5G Antenna Systems

September 13-18
EOS/ESD Symposium

September 15
Annual Chicago IEEE EMC MiniSymposium

September 15-17
The Battery Show

September 17
EMC Fest 2020

September 23-25
EMC Europe Virtual Event

September 24
2020 Minnesota EMC Event

Due to COVID-19 concerns, events may be postponed. 
Please check the event website for current information.
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